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ON THE WEB

New information technology director: City ‘not seeing
any negative effects’ from last year’s cyberattack
by Jonathan Weaver
STAFF WRITER
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BRIDGEPORT, W.Va. (WV News)
— City Information Technology Director Jesse Chaney has only been
on the job for about five months but
is dedicated to helping the city recover from a previous cyberattack
and update its system for any future threats.
A professional who has worked for
local and state governments during
the past 10 years, Chaney specializes in networking and security.
In September 2021, then-city
manager Randy Wetmore announced approximately 5,000-6,000
people were estimated to be affected during a cyberattack on the city
government. Wetmore said most of
the individuals affected were utility
customers.
Experts conducting a forensic
analysis were unable to conclude
whether or not data had been

taken.
In a letter to residents signed by
Wetmore and Mayor Andy Lang,
the breach was described as “a sophisticated cyberattack involving
ransomware.” The Federal Trade
Commission defines “ransomware”
as “malicious software that denies
access to computer files until the
victim pays a ransom.”
Ransomware is an increasing
threat to both public and private
entities in recent years, and hundreds of cities have been hit with
such attacks. In 2019, Harrison
County officials paid $1,500 in ransom following an attack, but ultimately were unable to recover over
a million encrypted files, then-county administrator Willie Parker said
at the time. Special attention has
been paid to the threat to critical
infrastructure since a ransomware
attack affecting the Colonial Pipeline in May.
In Bridgeport, information that
may have been accessed includes

customers’ Social Security numbers, driver’s license numbers,
dates of birth and home addresses.
It is not believed that payment information was exposed, according
to the letter.
In addition to the potential breach
of customer information, the attack
impacted the city’s overall systems
“in a number of different areas,” according to Wetmore.
Chaney is working with City
Manager Brian Newton and other
city leaders to make sure the attack
doesn’t affect local residents or customers again.
“I did a deep dive through things
to see if there were any threats, but
it looked like they did a very good
job of cleaning up the issue and getting rid of the problem,” Chaney
said. “It looks like we’re operational
and everything has been restored to
an acceptable level. We’re not seeing any negative effects.”
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