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Hackers have been especially 
active in eastern Idaho recently. 

Just this year, at least five local 
governments and statewide agencies 
have been successfully attacked, 
including Teton County. 

East Idaho News 
reported that last 
month the data of 
170,000 jobseekers 
using IdahoWorks, 
a search engine 
used by the Idaho 
Department of Labor, 
had been stolen in a 
multi-state breach.

In February, 
Teton County had its 
website temporarily 
defaced by a hacker, 
but was able to stop 
it before he could do 
greater damage.

More recently 
Caribou County 
was infected by a virus. The Caribou 
County IT department has not yet 
confirmed any of the details.  

Some of the attacks have serious 
costs. 

Bingham County had their servers 
attacked. Eventually they were forced 
to pay a more than $3,000 ransom to 
have infected back-up servers released 
from encryption that hackers used to 

lock up valuable data. The IT team 
working in Bingham County told East 
Idaho News the cost of repairing the 
servers is nearing the $100,000 mark.

Also last month, a Teton School 
District employee wired $20,000 
when he received a fraudulent email 
pretending to be from the district 

superintendent. An 
investigation into the 
incident is ongoing 
and involves the FBI.

Since getting 
hacked in February, 
the Teton County 
IT staffers have been 
taking a close look 
at improving their 
security posture.  

“That’s the 
whole thing, it’s a cat 
and mouse game,” 
said County IT 
Administrator Greg 
Adams.  “It never 
ends.”

Adams says he 
counts intrusion 

attempts by the million.  
“Yesterday we blocked 15 million 

viruses, almost 250 million intrusion 
attempts, and intercepted a little 
over 25 million different spyware 
attempts,” he said. “That’s just in a 
day.” 

The Teton County Board of 
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An Idaho judge has agreed to 
throw out a Jackson man’s confession 
of shooting Driggs resident Jennifer 
Nalley and her unborn child last 
summer, on the basis that investigators 
violated his Miranda Rights. 

Erik Ohlson, 40, was arrested by 
Teton County Sheriff’s deputies in the 
early hours of the morning on July 5 for 
driving his truck into a power pole. He 
was later taken to Madison County Jail 
where Idaho State Police questioned 
him as part of their investigation into 
Jennifer Nalley’s death. There Ohlson 
admitted to shooting Nalley in her front 
door "until his gun ran out of bullets."

Idaho District Judge Bruce Pickett 
ordered that both Ohlson’s confession 
and his recounting of where he was 
going when picked up by Sheriff’s 
Deputy Andrew Sewell must be thrown 
out as evidence.

“It is well settled law that an 
accused’s Fifth Amendment right to 
counsel is not offense specific,” Pickett 
wrote in his opinion, citing case law. 
“When an individual asserts his right to 
counsel, ‘the interrogation must cease 
until counsel has been made available 
to him, or until he himself initiates 
further communication, exchanges, or 
conversations with the police.’”

Pickett ordered that the request 
Ohlson made for an attorney at the time 
of his  arrest had not been honored. 

“After being advised of his rights 

and questioned as to whether he would 
like to speak with the deputy, Mr. 
Ohlson stated, “No… Not without 
an attorney,” Pickett wrote. “While 
the words ‘No’ and ‘not without an 
attorney’ were separated by roughly 
thirteen seconds and an order from 
Deputy Sewell to go sit in his cruiser… 
the Court finds that a reasonable 
officer in similar circumstances would 
have recognized Mr. Ohlson’s delayed 
statement as a request for counsel.”

Pickett went on to say that 
Ohlson’s comments about his gun, 
the type of weapon found at the 
murder scene, would be admissible in 
court. 

“Mr. Ohlson’s statements to Deputy 
Sewell concerning his Glock pistol 
were not the result of an interrogation,” 
Pickett wrote. “Deputy Sewell did 
not attempt to elicit an incriminating 
response from Mr. Ohlson, but politely 
answered his questions regarding 
his service revolver. During their 
conversation, Mr. Ohlson volunteered 
that he owns a Glock 30 chambered in 
.45.”

The Teton County Fire Department 
found a Glock model 30 handgun on 
the north side of the road not far from 
Nalley’s residence. According to the 
sheriff’s office, the gun was the same 
caliber used in the shooting.

Ohlson is facing the death penalty. 
His trial is set to begin in Teton County 
on July 31, although his attorneys have 
also filed a motion to change the venue. 
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Makenzie Becker, one of many county employees who must be extra vigilant online. 

Court suppresses 
murder confession

The check is in the mail
Commissioners decide how to refund solid waste fees 
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The Teton Board of County 
Commissioners (BOCC) voted this 
week to physically send solid waste fee 
refund checks rather than credit the 
fee towards future taxes. 

Last month, the BOCC voted to 
refund solid waste fees collected on 
vacant parcels, including the flat $60 
charged in 2015 on every parcel in the 
county and the graduated $14 charged 
in 2016. The BOCC, however, left 
the details of how best to do that 
open. 

Cutting a check to those who 
paid was one of several options put 
together by county officials including 
the treasurer, assessor, auditor and 

prosecutor’s offices. 
Officials spent several weeks 

discussing these different options 
before the BOCC voted to send a 
refund. The vote passed two to one, 
with Commissioner Cindy Riegel 
voting against.

“It seems to us to be the most 
simple option,” said Commissioner 
Harley Wilcox. 

Wilcox added he thought it was 
important that the person who paid 
the fees at the time be the one who 
receives the refund, not the current 
parcel owner. 

All those who paid can expect a 
refund in the form of a check. Those 
who did not pay will have the fee 

Teton County works on closing 

vulnerabilities as cyber attacks rise

“Yesterday we blocked 

15 million viruses, 

almost 250 million 

intrusion attempts, 

and intercepted a little 

over 25 million differ-

ent spyware attempts. 

That’s just in a day.” 

_______________

County IT Administrator 

Greg Adams
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