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November 4, 2021

Via Electronic Mail: Swatson@qctimes.com

Sarah Watson
Quad-City Times/Dispatch-Argus

Re:  Freedom of Information Act (FOIA) Request #2021-934
Dear Requester:

Thank you for the above-referenced request, a copy of which is attached for your
easy reference. Please be advised that your request has been partially denied
pursuant to the Illinois Freedom of Information Act (“the Act™) 5 ILCS 140.

The City has redacted certain responsive communications using FOIA exemption
7(1)(d)(vi), which allows withhold records from disclosure when disclosure would
endanger the life or physical safety of law enforcement personnel or any other
person. Here, the responsive communications detail the identities of City law
enforcement personnel conducting confidential investigative efforts with federal
law enforcement authorities aimed at collecting and preserving evidence related to
the cybersecurity attack and wire fraud perpetrated against the City and
apprehending the suspects responsible for the cybersecurity attack and wire fraud.
Considering the gravity of the offenses and sensitivity of the attacks against the
City and its residual impact against all parties involved, the identities of the law
enforcement agents conducting these investigative efforts should remain
confidential, insofar as prematurely disclosing their identities and investigative
efforts would endanger their lives, as well as endangering the lives of other law
enforcement personnel and people impacted by these matters. Accordingly, the City
maintains that these communications have been properly redacted from disclosure
pursuant to FOIA exemption 7(1)(d)(vi).

The City has also redacted certain responsive communications using FOIA
exemption 7(1)(d)(vii), which permits withholding information when disclosure
would obstruct an ongoing criminal investigation by the City and federal law
enforcement entities assisting the City. As mentioned, certain responsive
communications here detail confidential investigative efforts of City and federal
law enforcement personnel to collect and preserve evidence related to the
cybersecurity attack and wire fraud perpetrated against the City and apprehending
the suspects responsible for those criminal acts. Considering the nascent stage of
the investigative efforts, the gravity of the offenses and sensitivity of the attacks
against the City and its residual impact against all parties involved, both the City
and the federal law enforcement agents participating in the investigation maintain
that premature disclosure of these investigative communications would obstruct the
ongoing criminal investigation conducted by the City by permitting the suspects,
who have not yet been identified, to potentially evade law enforcement authorities
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and attempt to destroy or conceal relevant evidence regarding these criminal
matters. Accordingly, the City maintains that these communications were properly
redacted pursuant to FOIA exemption 7(1)(d)(vii).

The City has also redacted certain responsive communications using FOIA
exemption 7(1)(f), which exempts preliminary drafts, notes, recommendations,
memoranda and other records in which opinions are expressed, or policies or
actions are formulated, except that a specific record or relevant portion of a record
shall not be exempt when the record is publicly cited and identified by the head of
the public body. The exemption provided in this paragraph (f) extends to all those
records of officers and agencies of the General Assembly that pertain to the
preparation of legislative documents. In response to this request, the City identified
certain communications responsive to this FOIA request contain pre-decisional and
deliberative information that are exempt under FOIA. Specifically, the
communications contain drafts, notes, recommendations, memoranda and advice
which are pre-decisional, that is, preliminary in nature and conveyed before the
adoption of a final City decision, policy or course of action concerning the
cybersecurity attack and wire fraud perpetrated against the City. These
communications are also deliberative, insofar as City personnel and its attorney’s
express opinions, thoughts and recommendations concerning proposed City
policies and actions to respond to the cybersecurity attack and wire fraud
perpetrated against the City. Insofar as the City’s responsive communications are
pre-decisional and deliberative, and not publicly cited or identified by the City’s
mayor, the City maintains that these communications were properly redacted
pursuant to FOIA exemption 7(1)(f).

The City has also redacted certain responsive communications using FOIA
exemption 7(1)(m), which exempts communications between a public body and an
attorney or auditor representing the public body that would not be subject to
discovery in litigation, and materials prepared or compiled by or for a public body
in anticipation of a criminal, civil, or administrative proceeding upon the request of
an attorney advising the public body. Certain communications responsive to this
FOIA request contain confidential and privileged communications between City
personnel and its attorneys. Within these communications, the City’s attorneys
render legal advice to City personnel regarding the legal ramifications of the
cybersecurity attack and wire fraud perpetrated against the City, and City personnel
expressly communicate with its attorneys for the purpose of requesting legal advice
regarding these matters. Insofar as these communications are expressly exempt
under FOIA section 7(1)(m) and because these communications would not be
subject to discovery in litigation, the City reiterates that these communications were
properly redacted pursuant to FOIA exemption 7(1)(m).

The City has also redacted certain responsive communications using FOIA
exemption 7(1)(0), which exempts administrative or technical information
associated with automated data processing operations, including, but not limited to,
software, operating protocols, computer program abstracts, file layouts, source
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listings, object modules, load modules, user guides, documentation pertaining to all
logical and physical design of computerized systems, employee manuals, and any
other information that, if disclosed, would jeopardize the security of the system or
its data or the security of materials exempt under this Section. Several responsive
communications here contain information regarding software, operating protocols,
computer program layouts, the physical and logical design of computerized
systems, which if disclosed, would jeopardize the security of the City’s
cybersecurity systems or its data. Accordingly, the City reiterates that this
information is properly redacted from disclosure pursuant to FOIA exemption

7(1)(0).

The City has also redacted certain responsive communications using FOIA
exemption 7(1)(s), which exempts any and all proprietary information and records
related to the operation of an intergovernmental risk management association or
self-insurance pool or jointly self-administered health and accident cooperative or
pool. Insurance or self-insurance (including any intergovernmental risk
management association or self-insurance pool) claims, loss or risk management
information, records, data, advice or communications. Here, certain responsive
email communications contain privileged, proprietary and confidential advice,
communications, and risk management information shared by the City’s risk
management personnel with the City’s cyber insurance company regarding claims
and reports made regarding the cybersecurity attacks and wire fraud perpetrated
against the City. Accordingly, the City maintains that these communications were
properly redacted pursuant to FOIA exemption 7(1)(s).

Lastly, the City has also redacted certain responsive communications using FOIA
exemption 7(1)(v), which exempts vulnerability assessments, security measures
and response policies or plans that are designed to identify, prevent, or respond to
potential attacks upon a community's population or systems, facilities, or
installations, the destruction or contamination of which would constitute a clear and
present danger to the health or safety of the community, but only to the extent that
disclosure could reasonably be expected to jeopardize the effectiveness of the
measures or the safety of the personnel who implement them or the public.
Information exempt under this item may include such things as details pertaining
to the mobilization or deployment of personnel or equipment, to the operation of
communication systems or protocols, or to tactical operations. Several responsive
communications to this FOIA request contain information regarding the City’s
security measures and response policies and plans designed to prevent and respond
to attack’s upon the City’s cybersecurity systems. The destruction, damage or
breach of these systems constitutes a clear and present danger to the health and
safety to the City, its employees and its residents. Therefore, disclosing the City’s
communications regarding its security measures and response policies and plans
related to prevent and ameliorating cybersecurity breaches could be expected to
reasonably endanger the effectiveness of the City’s preventative security response
measures or the safety of the personnel who implement those measures.
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Accordingly, the City maintains that these communications were properly redacted
pursuant to FOIA exemption 7(1)(v).

Therefore, upon your review of the reports, you will find those portions have been
redacted, or blacked out, as that information falls under one or more of the Act’s
exemption provisions.

You are informed that the name and title of the person responsible for the partial
denial of the request is the below undersigned and the reasons for the denial are as
set forth above.

You have the right to have the denial of your request reviewed by the Public Access
Counselor (PAC) at the Office of the Attorney General, 5 ILCS 140/9.5(a). You
can file your Request for Review with the PAC by writing to:

Public Access Counselor/Office of the Attorney General
500 South 2" Street, Springfield, IL 62706
Phone: 1-877-299-3642 / Fax: 217-782-1396
E-mail: publicaccess@atg.state.il.us

You also have the right to seek judicial review of your denial by filing a lawsuit in
the State circuit court, 5 ILCS 140/11.

If you choose to file a Request for Review with the PAC, you must do so within
sixty (60) calendar days of the date of this denial letter, 5 ILCS 140/9.5(a). Please
note that you must include a copy of your original FOIA request and this denial
letter when filing a Request for Review with the PAC.

Please feel free to phone the Law Department at (309) 524-2015 if you have any
questions regarding the contents of this letter.

Sincerely,

CITY OF MOLINE, ILLINOIS

/s/ Amanda Rodell \

Amanda Rodell
FOIA Officer
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