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OPINION
To: The University of Wisconsin System Board of Regents Audit Committee

As more fully described within th®bjectives, Scope, amipproachsection of this report, we have
performed an internal audit &ank Account Creation, Management, and Oversaglihe University of
WisconsinStevens PoinfUW-Stevens Poinbr University) for the period of July 1, 2016 through August
31, 2017Bank Account Creation, Management, and Oversgtite responsibilitpf UW-Stevens Point’s
managementOur responsibility is to express an opinion after evaluating thetsestlinternal audit
procedures described within tdjectives, Scope, and Appiah section of this report.

In our opinion, as it relates solely to the audit objectives described withiregus, UW-Stevens Point

has achieved an overall audit ratinguo$atisfactory This overall audit rating considers the frequency and
materiality of thesix comments identified during our audit, which have been included withiAuldé
Commentsection of this reporilo assist management in prioritizing audit comments, each comment has
been further assigned an audit comment priority rating of high, moderatey.ok ldescription 6 audit
ratings is included a&ttachment Ao this report.

The performance of an internal audit includes performing procedures anahgpplyfessional judgment
in the evaluation of restsl The Institute of Internal Auditors, internationally recognized asoffieial
governing body over the profession of internal auditing, recognizes that auditipres, even when
performed with due professional care, do not guarantee that all signifidamterrors, or iggularities will
be identified.Our audit does not provide a legal determination of compliance with allcapiai UW
System, federal, and state regulations.

This report is the result of the Office of Internal Audit’s evaluatibtine information described within the
Objectives, Scope, and Approaséction of this report, and is intended solely for the information of
managemendf UW-Stevens Poinand the Board of Regents of theiversity of Wisconsin Systerithis
restriction is not intended to limit the distribution of this report, which upmal fssuance is a matter of
public record.

We greatly appreciate the assistance and cooperation of astaffV-Stevens Pointwho provided
information during the cona of this audit.

St nle=A

Steven Mentel, CPA
Director, Office of Internal Audit

February 28, 2018
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OBJECTIVE S, SCOPE, AND APPROACH

The objective of this audit were as follows:

e To test compliance with UW System Adnstration Policy 310
e To select a sample of accounts for confirmation of balances and testirmpohaeconciliations

During ouraudit, weinterviewed staff fronthe Office of the Controllerreviewed policies and procedures,
and tested bank reconciliabs. In addition, we confirmed the baleesfor all 18 UW-Stevens Poinbank
accounts and performed a search for any unknown bank accounts usimyvérsity’s Tax Identification
Number. The scope of the audit was for the period of July 1, 2016 through August 31, 2017.

AUDIT COMMENTS

During our audit, we noted certain observations and recommendations involvipljacm®, internal
control, and other operational masiehat are summarized herein. These comments have been discussed
with the appropriatenembers of management and are intended to improve internal contsalloimrether
operational impovements.Management’'s responses to the written observations and recommendations
included herein have not been subjected to further auditing procedures.
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COMMENT 1 —BANK RECONCILIATIONS

Audit Priority Rating: High

Criteria: Bank reconciliations should be completed montfilye reconciliation should be dated and the
name of the person performing the reconciliation as wehatsof the person performing the supervisory
review Bank reconciliations should be completed by an individual without signature #@uthar the
account. Accounts should be reconciled to authorized balance.

Observation: UW-Stevens Poindid notreconcilesevenof its bank accountsThese accounts includiee
general fund and six certificate ofgbsit(CD) accounts

The general fund reconciliation hast beencompleted since 2012. In 2008, the employee who was
responsible for reconciling the general fund retired andd¢lteunt was to be reconciled by the Assistant
Controller. The Assistant Controller failemireconcile the account from 20tt02012. In 2012, the previous
Controller discovered the lack of reconciliation of the general fund pfésousControllerhired student
employees and a Limited Term Employee (LT&gomplete the reconciliatioriBhestudent employee and
LTE complded the reconciliations for 201 2012. The previou€ontroller and the LTE botleft
employment with UWStevers Point in the fall of 208. When the newController was hired in February
2016, she was made aware of this situadiot was allowed to hire a Fiscal Manager in December 2016 to
complete the reconciliation from 2012ttee present. Th Fiscal Managehas not reconciled the account.
When inquiring of the progress of the general fund reconciliation, tmr@ler statedhat a committee
was formed to determine reconciliation gedures for the general fund.

The interest on the six CRccountsis recordedin the accounting software by the General Ledger
Accountantwhich is reviewed by the Assistant Controleno hassignature authority for these accounts.
There is no reconciliation performed on ®B accounts

In addition,athough UWStevens Point University Store reconciles the transactions procesaaghtthe
BMO Harris BankUniversity Storeclearingaccount, the reconciliation is not agreed to the balantiee
bank account. University Store personnel did not know the correct bank acconntbala

Recommendation: We recommend that UV8tevens Point reconcile the general fuand the CD
accountsWe alsarecommend to confirm the BMO HarBankUniversity Storeclearingaccounbalance

by tying the reconciliation to a bank balanEmally, it is imperative that all bank accounts are reconciled
and reviewed by an independent supervisor moving forward.

Management’s Response:

Agree or DisagreeAgree

Planned course of actionJW-Stevens Poinhired a new Controller in February 2016. An internal team
has been created to review teneralfund and identify the current transaction activity and reconoihiat
requirements. We will develop procedures to reconcile CD accounts. The Uyi8¢ose account has been
reviewed the bank balance has been tied out and fully reconciled.

Planned completion datdune 30, 2018

Contact personChristina RickertController
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Contact’s email/phonecrickert@uwsp.edd 715-346-3999

COMMENT 2 —SIGNATURE AUTHORITY NOT CANCELED

Audit Priority Rating: High

Criteria: Signature authority should beeviewed regularlyand updated when there is a change in
personnelUW-Stevens Point shoulhsureonly personnel with appropriate job responsibility avith are
employee®f UW-Stevens Pointan authorize bank transactions and have ability to make changes to bank
accouns.

Observation: The UV-Stevens PoinChief Business Office@BO) retired on June 30, 20BAdwas not
removed from the bank authority on that dilge Controllerfailed to remove the former CBO'’s signature
authority fom 13 of the 18 (72%) accaunts held by UWStevens PoinfThere was no indication that the
former CBO used the signature authority to authorize transaction ferahesunts after June 30, 2017.
Recommendation:We recommend that U¥Btevens Pointomply withthe requirements of UVBystem
Administrative Policy 310 and review signature authoriw file and update signature authoritiglsen
employes terminateor they areno longer eligible for signature authority.

Management’'s Response:

Agree or DisagreeAgree

Planned course of actiof:he new CBO has been added to the bank accounts, replacing the former CBO.
Procedures will be developed to ensure signature authority is updated wdraplapee is terminated or
no longer is eligible for signature authority.

Planned completion dat€BO Signature Authority Change: Completed
Develop Procedureduly 1, 2018

Contact personChristina RickertController

Contact’s email/phonecrickert@uwsp.edi1 715-346-3999

COMMENT 3 —SEPARATION OF DUTIES

Audit Priority Rating: High

Criteria: Separation of duties is a key concept of internal control. Its objectivedduoe the risk of fraud
and/or error by making the custodial, authorization, and recording functemsated with the respective
transaction the responsibility of more than one department,rpersole. As a result of separating these
responsibilities, the risk that fraud, or error, will not be prevente@tmcted may be mitigated. In the event
theseresponsibilities cannot be separated, internal controls should be desigrmaglentented to provide
proper oversight of these functions.
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Observation: UW-Stevens Point does not have adequate separation of duties for bank account
reanciliations Eight of thel8 (44%)accounts held by U¥&tevensPointwere reconciled by individuals

with signature authoritfor those accountd his allows the individual who reconailéhe account to also
process transactions through the account.

Recommendation: We recommend that U¥$tevens Poinimplement a procedure to ensure proper
separation of duties over reconciliatiprincluding removing conflicting roles for the employees
responsible for their completion.

Management’'s Response:

Agree or DisagreeAgree

Planned course of actiofReconciliation responsibilities were held within positions,tbegr the last 12

18 monthsemployees within those positions either retired or resigned. As newseplhave been hired
and trained into these positigiisterim reconciliation responsibilities were assigned to positions that may
have conflicted with separations of duties for the reconciliation; hemveéransactional activity was
assigned to another employee as a mitigating control. Thezsmnciliation responsibilities will be
reassigned back to newly hired employeeggeassigned to other staff, to remove the separation of duties
conflict.

Planned completion datdune 1, 2018

Contact personChristina RickertController

Contact’s email/phonecrickert@uwsp.edi1 715-346-3999

COMMENT 4 —POINT CARD COMMISSION REVENUE NOT RECORDED

Audit Priority Rating: High

Criteria: PerWis. Stat § 20.906, all funds collected jwWV-Stevens Poirghall be deposited into the State
Treasury at least once a weék.addition,UW-Stevens Poirdg Cash Handling Policyeffective January
1, 2017) states that “this statute must be followed” and-tmmpliance could lead to termination of cash
handling responsibilities.”

Observation: UW-Stevens Point receives commissiemenudrom outsidevendors accepting Point Cash.
These funds ardeposited into th8MO Harris Point Carc&iccount.UW-StevensPoint has allowedhe
commissions t@ccumulatan the BMO Harris account and has not recorded the revierthe general
ledger accounfThis commission has not been recorded since 2011.

Recommendation:We recommend that U¥8Btevens Point record commissi@venue when received.

Management’'sResponse:

Agree or DisagreeAgree
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Planned course of actioWe will identify and record commission revenue currently accumulated in the
BMO bank account. We will develop procedures to record commission revenue matityreceived.

Planned completiodate: June 1, 2018
Contact personChristina RickertController

Contact’s email/phonecrickert@uwsp.ed1 715-346-3999

COMMENT 5 —RECONCILIATION DOCUM ENTATION

Audit Priority Rating: High

Criteria:  Significant business processes should be supported by complete documentation. Bank
reconciliations should be reviewed on a monthly basis for completion date, sigaaigireame of the
employee who completed the reconciliation. Supervisory review of begdnciliations ensures the
timeliness and accuracy of bank reconciliations and the authorizatiory aoeections necessary. The

lack of supervisory level review of bank reconciliation may result in aroprsegoing undetected and
weaken controls thatlseon the accurate and timely completion of monthly reconciliations.

Observation: UW-Stevens Poinbank reconciliationdor June, July, and Augusif 2017 were not
reviewed.In addition, for the months of June, July and August, 18 of the 30 reconciliations tested w
lacking one or more of the following; date completed, or preparer's signatdithout the date of
completionwe could notdetermine if they had be@ompletedimely.

Recommendation: We recommend thatyW-Stevens Pointdevelop a process for documenting and
conducting a supervisory review of reconciliations; including the completioraddtthe signature of the
person who completed the reconciliation and whieresd it.

Management’'s Response:

Agree or DisagreeAgree

Planned course of actios checklist has been created to maintain this information (recorarilidate,
person who completed reconciliation, date of nayigerson who completed revieensuring all accounts
are reconciled and all tasks are completed.

Planned completion dat€ompleted

Contact personChristina RickertController

Contact’s email/phonecrickert@uwsp.edi1 715-346-3999
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COMMENT 6 —WRITTEN PROCEDURES

Audit Priority Rating: Moderate

Criteria: Written procedures should exist for all significant business processes. Aoflaskitten
procedures could result in inconsistent practices among employeesdapidments grocessing errors
due to a lack of knowledge

Observation: Written procedures do not currently exist for adding new bank accounts ectwrciling
bank accountdJW-Stevens Point did not have reconciliation procedures for 18 (f2%) bank accounts.

Recommendation:We recommend that U¥8tevens Point develop written procedures for opening new
bank accounts and procedures for completing reconciliations for each dfghkiaccounts.

Management’s Response:
Agree or DisagreeAgree

Planned course dgdction: We will work on developing written procedures for opening bank accounts and
for completing reconciliations for each bank account.

Planned completion datduly 1, 2018
Contact personChristina RickertController

Contact’s email/phonecrickert@uwsp.edi1 715-346-3999
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ATTACHMENT A: OVERVIEW OF AUDIT RATINGS
Overall Audit Ratings

The overall audit rating is designed to gauge the overall peaface of the individual auditable unit against
the strategies, objectives, and risks of the organization; anekpeetation®of senior management, the
Board of Regents, and other stakehdd€&his rating is based upon the opinion of the Office of Internal
Audit, and considers the frequency and materiality of internal control and emeglmatters identified
related tole scope and audit objectives. Overall audit ratings are classifietioagst

Overall Audit Rating Description

Excellent Overall performance meets or exceeds expected levels, and limited
internal control or conmfance matters were identifiedo the extent limited
matters were identified, all such matters received a low priority tating

Satisfactory, with Overall performance is generally satisfactory, but opportunities for
opportunity for improvement exist.

improvement

Unsatisfactory Overnall performance is unsatisfactouring the audit, internal control o

compliance matters were identified that either have caused or could gause
significant errors, omissions, fraud, or other adversities to go undetec

Audit Comment Priority Ratgs

In addition, each comment is assigned an audit comment priority rating baseitheseverity of internal
control weaknesses and compliance matters identiedit comment priority are based upon professional
judgment after considering the impaseyerity, significance, and other relevant risk factors associated with
a comment.

Audit Comment Description
Priority Rating
High Management should initiate immediate action to address this comme

because it represents one or more of the following:
e Signficant internal control weakness
Significant policy or procedure exceptions
Significant risk exposure
Significant financial exceptionsloss, misstatement, errors, fraud
Significant law or regulatory violations
Significant potential opportunity revenuesavings, efficiencies,
improvements
Moderate Management should initiate timely action to address this comment be
it represents one or more of the following:
e Substantial internal control weakness
Substantial policy or procedure exceptions
Substantial risk exposure
Substantial financial exceptiondess, misstatement, errors
Substantial law or regulatory violations
Substantial potential opportunityrevenue, savings, efficiencies,
improvements
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Audit Comment
Priority Rating

Description

Low

Management should initiate reasonable action to incorporate a plan tg
address the commenttine normal course of busine€omments falling
into this category represent one or more of the following:

Minor internal control weakness

Minor policy or proedure exceptions

Limited risk exposure

Minor financial exceptions loss, misstatement, errors
Minor law or regulatory violations

Limited potential opportunity- revenue, savings, efficiencies,
improvements
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