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By C. Todd Lopez
Defense.gov

Even the most innocuous data 

posted to a social media feed 

can be married up with other 

publicly available information 

to provide online criminals the 

tools they need to exploit mem-

bers of the military or general 

public, an Army special agent 

said.

Special Agent Deric Palm-

er, program manager for the 

Digital Personal Protection 

Program, part of the Major Cy-

bercrime Unit at the U.S. Army 

Criminal Investigation Com-

mand, explained how those who 

aren’t careful or aren’t paying 

attention can unwittingly pro-

vide scammers and other online 

criminals all the information 

they need to exploit them.

Social media accounts, Palmer 

said, serve as fertile ground 

for digging up the kinds of 

information that can be used 

to impersonate someone, steal 

identities or break into other on-

line accounts, such as banking 

or insurance.

A Facebook page, for exam-

ple, might contain current and 

past physical addresses where a 

person has lived, phone num-

bers, email addresses, names 

of pets, significant events such 

as birthdays and anniversaries, 

hobbies and other interests. 

Just browsing a Facebook page, 

Palmer said, he can figure out 

your favorite music, books, TV 

shows, political and religious 

leanings.

All that, he said, serves as “an 

attack vector” that an unscrupu-

lous person can use to commu-

nicate with users further and 

gain their trust. Additional com-

munications can bring out even 

more details that might later be 

used to break into online ac-

counts or exploit users in other 

ways. Some social media users, 

Palmer added, even volunteer 

critical information that could 

be used to access their online 

financial accounts that they’d 

never divulge if they were asked 

by a stranger.

Some online memes, he 

noted, pose as games that get 

users to volunteer information 

that, coupled with other easily 

obtainable information, can be 

used to exploit them. A quick 

search online reveals a simple 

graphic meme that purport-

edly allows users to choose 

“your new cat name” and then 

post the results, along with the 

meme itself, on their own social 

media feed.

For the “cat name” meme, 

users would use the last digit 

of their phone number as a 

selector for any of nine name 

prefixes, their zodiac sign to 

choose from a list of 12 middle 

names, and their favorite color 

to choose from a list of eight 

potential last names.

A user might end up with 

“Count Sassy Pants” as a silly 

name for their cat. When they 

post that on their social media 

feed, along with the meme 

image itself, would-be criminals 

will know their phone number 

ends in 8, they were born in ei-

ther August or September, and 

that their favorite color is yellow. 

Coupled with data already on 

their social media feed, and with 

data that can be obtained from 

data brokers, the information 

makes it easier to exploit users, 

Palmer explained.

Military personnel also are 

candidates to be impersonated 

online — malicious users might 

opt to use imagery of real-world 

service members available 

online to exploit other users. 

The U.S. military is one of the 

most trusted institutions in the 

nation, and online criminals, 

Palmer said, take advantage of 

that.

“The U.S. military is viewed 

as a prestigious club ... It’s an 

indicator of prestige,” Palmer 

said. “It’s instant respect. If I 

can pretend to be a U.S. gener-

al, unwitting people will respect 

me immediately.”

With that respect, he said, a 

criminal can exploit other users 

while pretending to be a mem-

ber of the U.S. military. Palmer’s 

advice to service members — 

don’t post a picture in uniform 

with the name tape visible.

“It immediately makes you a 

target,” the special agent said.

Palmer offered some tips to 

avoid being scammed:

• Immediate red flag. Individ-

uals should be suspicious if they 

are asked for money or a wire 

transfer to pay for a purported 

service member’s transporta-

tion, medical bills, communica-

tion fees or marriage-processing 

charges.

• Be suspicious if the person 

with whom an individual is 

corresponding wants him or her 

to mail anything to a foreign 

country.

• Be aware that military 

members at any duty location 

or in a combat zone have access 

to mail, cyber cafes, Skype and 

other means of communicating 

with their Families, and have 

access to medical and dental 

treatment.

• The military will ensure that 

Family members are notified if 

a service member is injured.

• Insist on a “proof of life.” 

The scammers will not video 

chat with an individual, because 

they know he or she will catch 

them in their lie.

• Individuals should trust their 

instincts. If it seems too good to 

be true, it probably is.

The special agent also provid-

ed eight points for better securi-

ty online, and to make users less 

likely to be victimized by online 

criminals:

• Permanently close old, un-

used accounts.

• Enable two-factor authen-

tication on any platform that 

Social media security: Army special agent tips
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Even the most innocuous data posted to a social media feed can be 
married up with other publicly available information to provide online 
criminals the tools they need to exploit members of the military or gen-
eral public, an Army special agent said.

Service members train, search, rescue during Capital Shield

A U.S. Navy hovercraft conducts a water search and rescue exercise on the Potomac 
River, Washington, D.C., during Capital Shield 2019, Sept. 4. Capital Shield is an annual 
training exercise hosted by Joint Force Headquarters-National Capital Region, in which 
DOD, federal and interagency partners train to respond to various contingency opera-
tions and employ appropriate force protection measures as needed, in order to maintain 
combined readiness in the event of an actual disaster in the NCR.

PHOTOS BY SGT. NICHOLAS T. HOLMES

Marines, with U.S. Marine Corps Forces Command, transport a role player during an ur-
ban search and rescue scenario as part of Capital Shield 2019 at Fort Lesley J. McNair, 
Washington D.C., Sept. 4.

By Julia Simpkins
Joint Base Myer-Henderson-Hall
Command Information Officer

Local heroes and first responders were 

the focus of this year’s flag unfurling at 

the Pentagon Wednesday.

The predawn ceremony featured fire 

and emergency services personnel from 

throughout the National Capital Region 

who were directly involved in rescue 

operations Sept. 11, 2001.

From Joint Base Myer-Henderson 

Hall’s fire chief Russell Miller repre-

sented what was then Fort Myer’s Fire 

Company 160. Firefighters from his 

company were at the Pentagon when 

the plane hit the building.

“This is a very important day for first 

responders,” Russell said. “Men from 

my company were the first at the Penta-

gon that day, so it has special meaning 

for us.”

Later that day, President Donald 

Trump and his wife Melania held a 

wreath laying ceremony to honor the 

fallen.

“Today our nation honors and mourns 

the nearly 3,000 lives (who) were stolen 

from us on Sept. 11, 2001,” the presi-

dent said in a speech at the ceremony.

Former President George W. Bush 

joined Defense Secretary Mark Esper 

and former Defense Secretary Donald 

Rumsfeld in a wreath laying, also at the 

Pentagon. Miller attended both events, 

making sure his company was present to 

meet Bush.

“I don’t ever want anyone to forget 

9/11 because it has such great meaning 

to our organization,” Miller said. “I want 

them to be involved in the activities that 

go along with the day and to get the rec-

ognition they deserve because they were 

the first emergency responders there.”

Fire Capt. James Angerett, who was 

at the Pentagon when the plane hit, also 

met Bush and Rumsfeld. He said, “That 

felt really good. It was very good to meet 

President Bush and it was exceptional to 

meet Secretary Rumsfeld because I was 

able to tell him how vividly I remember 

him being in the field with us — him 

helping us. I was able to tell him that.”

Angerett, who was directly involved in 

rescue and recovery, is still healing from 

psychological wounds that day wrought 

on him, he said.

“I was the captain on Engine 161 

… there was myself plus three,”said 

Angerett. “We came into the area where 

the impact was. Our priority was finding 

our men, which was easy to do then we 

proceeded to help people and start with 

the initial firefighting. I’ve been here 

since October 1997. I generally don’t 

work on Sept. 11, but I’m glad I worked 

today.”

Pentagon holds events on 
18th anniversary of 9/11
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A 9/11 flag unfurling ceremony was held Wednesday at the Pentagon. This ceremony, on the 
18th anniversary of the terrorist attacks, was dedicated to honoring not only the fallen, but 
the first responders who were on scene in 2001. Members of then Fort Myer’s Fire Company 
160 were the first emergency responders at the Pentagon when the plane hit the building.


